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1.1 Introduction: Development and Safety of LLM and Agent

Background
LLM and Agent have been developed rapidly in recent years

Problem
Safety of LLM and Agent became serious issues
Progress is too fast to keep up

This work:
We surveyed safety issues and solutions of LLM and Agent
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1.2 Introduction: Survey Overview
We surveyed safety issues and solutions of LLM and Agent
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2.1 Background Knowledge: Linear Representation Hypothesis
Feature in AI models are represented in one-directional linear subspace

Complex features can be repserented as a addition of multiple linear features.

Linear feature vector can be used to control the model’s behavior.
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2.2 Background Knowledge: Activation Steering [Subramani+, ACL2022]

Activation Steering: Control model behavior by intervening on hidden states

Activation Addition:
Amplify or suppress behaviors via vector addition

𝒉′
ℓ = 𝒉ℓ + 𝛼 ∗ 𝑓(𝒉ℓ)

ℎℓ: Layer ℓ hidden state vector

Directional Ablation:
Suppress behaviors by removing directions

𝒉′
ℓ = 𝒉ℓ − (𝒉ℓ

⊤𝑓(𝒉ℓ))𝑓(𝒉ℓ)

ℎ′
ℓ: intervened hidden state

Activation Steering (LLM) 4

https://aclanthology.org/2022.findings-acl.48/


3. LLM safety
We first discuss the safety of LLM
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3. LLM safety
We first discuss the safety of LLM (misalignment behavior)
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4.1 Elimination of Safety Filter: Refusal Vector [Arditi+, NeurIPS2024]

Refusal in LLM can be represented as a linear vector in hidden states

Safety filter can be eliminated only by removing one directional vector
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https://openreview.net/forum?id=pH3XAQME6c


4.1 Elimination of Safety Filter: Refusal Vector [Arditi+, NeurIPS2024]

Removing the refusal vector can induce harmful responses

Refusal in Language Models Is Mediated by a Single Direction [Arditi+, NeurIPS2024]
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https://openreview.net/forum?id=pH3XAQME6c
https://openreview.net/forum?id=pH3XAQME6c


4.2 Elimination of Safety Filter: Abliteration [Arditi+, NeurIPS2024]

Abliteration: an attack method to remove safety filter in LLM

Activation-level Ablation:
Remove refusal vector in inference time

𝑟 = mean(ℎharm) − mean(ℎsafe)
𝑟: Refusal Vector

Weight Orthogonalization:
Eliminate refusal from weight space
→ become an uncensored model

𝑊 ′ = (𝐼 − 𝑟̂𝑟̂𝑇 )𝑊
𝑊 : Weight Matrix, 𝐼 : Identity Matrix

𝑟̂𝑟̂𝑇 : Projection Matrix
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https://openreview.net/forum?id=pH3XAQME6c


4.3 Elimination of Safety Filter: Claude Mythos vs. GLM-5.3
GLM-5.3 is also vulnerable to Abliteration

Abliteration can be applied to GLM-5.3

[Fasano+,2026]

Performance retained after abliteration

[Fasano+,2026]

↓
Cyber-attacker can use abliterated GLM-5.3 for malicious purposes.
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https://www.anthropic.com/research/glm-5-3-and-the-spread-of-advanced-cyber-capabilities
https://www.anthropic.com/research/glm-5-3-and-the-spread-of-advanced-cyber-capabilities


5.1 Emergent Misalignment: Alignment & Misalignment
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5.2 Emergent Misalignment: Coding Fine-tuning
GPT-4o finetuned to write vulnerable code misaligned in various tasks

[Betley+, ICML2025] 12

https://openreview.net/forum?id=aOIJ2gVRWW


5.3 Emergent Misalignment: Reward Hacking
Reward Hacking: optimize the reward metric in unintended ways

13



5.3 Emergent Misalignment: Reward Hacking
Learning reward hackings generalizes to a range of misaligned behaviors
Train Claude on production coding environments

[MacDiarmid+, preprint2025] 14

https://arxiv.org/abs/2511.18397


5.3 Emergent Misalignment: Reward Hacking
Emergent misalignment can be mitigated by the context during training
Framing reward hacking as acceptable behavior reduces misalignment.

[MacDiarmid+, preprint2025] 15

https://arxiv.org/abs/2511.18397


6. Sandbagging & Alignment Faking
We first discuss the safety of LLM (fake its own behavior)
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6. Sandbagging & Alignment Faking
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6. Sandbagging & Alignment Faking
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6. Sandbagging & Alignment Faking
Metacognition is related to Sandbagging and Alignment Faking

The ability to monitor and control one’s own thinking and knowledge
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6.1 Sandbagging & Alignment Faking: Evaluation Awareness
LLMs can detect evaluation vs. deployment prompts above chance
Often notice it is being evaluated and identify evaluation purpose

[Needham+, preprint2025] 20

https://arxiv.org/abs/2505.23836?


6.1 Sandbagging & Alignment Faking: Evaluation Awareness
Steering with deployment-feature vector can suppress awareness
Make LLM behave as if it is in deployment mode by steering

[Hua+, ICLR2026] 21

https://openreview.net/forum?id=1TdRdf0fkw


6.2 Sandbagging & Alignment Faking: Introspective Awareness
LLMs often detect being steered and identify injected thought
LLM often notice it is being steered and identify injected feature

[Lindsey, preprint2026] 22

https://arxiv.org/abs/2601.01828


6.2 Sandbagging & Alignment Faking: Introspective Awareness
Mechanisms of introspective awareness has been investigated

[Mecar+, ICML2026] 23

https://openreview.net/forum?id=BwR6sSDWw7


7. Agent Safety
We next discuss the safety of Agent
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8. Runaway Case of Agent
We first discuss the safety of Agent (recent runaway incidents)
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8.1 Runaway Case of Agent: OpenAI Hugging Face Incident
OpenAI Agents runaway and cyber-attacked Hugging Face servers
OpenAI evaluated its agent on closed environment → escaped → attacked
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8.1 Runaway Case of Agent: OpenAI Hugging Face Incident
Cause of runaway can be separated into 3 parts (my classification)
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8.2 Runaway Case of Agent: Anthropic UK AISI Incident
Anthropic agents took unauthorized actions during UK AISI evaluation

UK AI Security Institute (AISI) evaluated agents on penetratiaon test
7 agents were ran 122 times in total, 19 unauthorized actions were observed
(17 were by Mythos5)
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8.2 Runaway Case of Agent: Anthropic UK AISI Incident
Cause of Unauthorization can be separated into 2 parts (my classification)
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9. Cause of Runaway
We first discuss the safety of Agent (cause of runaway)
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9.1 Cause of Runaway: Reward Hacking
Reward hacked agent attacks more in incident-simulated environments

Simulated in cyber-incident environments to investigate the cause of runaway

[Qi+, 2026]
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https://alignment.anthropic.com/2026/reward-seeker/


9.2 Cause of Runaway: Emergent Cheating [Paglieri+, preprint2026]

Multi-agent cooperation toward cheating is also the cause of incidents
Simulate 100 Gemini 3.1 Pro to solve math problems using message board
→ 1 agent noticed a cheating method and logged it to the message board
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https://arxiv.org/abs/2609.04170


9.2 Cause of Runaway: Emergent Cheating [Paglieri+, preprint2026]

Agent collusion emerges from long-term interaction w/o explicit prompt

Agents are incentivized to bypass verification protocols to maximize rewards
→ Models colluded to deviate from protocls through repeated interaction
→ Collusion emerges w/t explicit prompts, occuring faster in capable models

Mutual collusion rate across 10 episodes for different LLMs

[Shi+, preprint2026]
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https://arxiv.org/abs/2609.04170
https://arxiv.org/abs/2609.24967


10. Conclusion
Urgent Issues:
LLM: Abliteration, Sandbagging Agent: Runaway, Emergent Collusion
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